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Section I - Plan Overview and Contact Information
[bookmark: _Toc35010563]1. Purpose of the Business Continuity Plan

This Business Continuity Plan (BCP) forms part of the broader Risk Management Strategy of XXXX. Review and activation of this plan must be considered in the context of the broader Risk Management Strategy of XXXX.

The purpose of this BCP is to ensure that XXXX is prepared to respond to unplanned business interruptions that may affect critical business processes. For the purpose of this BCP an unplanned business interruption shall be defined as an event that causes an unanticipated disruption to the operations of the business and/or service to customers (this may include civil emergency or natural disaster). 

The objectives of this BCP are to:
· minimize the impact of unplanned interruptions
· provide guidance for continuing operations during an unplanned business interruption
· provide guidance for the resumption of regular operations  







[bookmark: _Toc35010564]2. Plan Approval

The BCP must be approved by at least one authorized company representative. This company representative should have appropriate sign-off delegation authority.

	
	Printed Name
	Title
	Signature
	Date

	
2.1 Prepared By:
	
	
	
	

	
2.2 Approved By:
	
	
	
	

	
2.3 Approved By:
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3. BCP Leadership Roles and Responsibilities
In order for the BCP to be effective leadership roles and responsibilities must be identified and defined before an unplanned business interruption event occurs.


	BCP ID
	Role
	BCP Responsibility
	Name

	3.1
	Company Management / Site Management (Primary)
	Activate BCP upon notification of emergency, disaster or unplanned event causing interruption to business operations. Deactivate the BCP when conditions allow for transition back to regular operations.
	

	3.2
	Company Management / Site Management (Alternative)
	Backup person who can activate the BCP in the event that the primary person responsible for BCP activation is unavailable or incommunicado.
	

	3.3
	BCP Team Leader (Primary)
	Provide leadership and decision making authority to BCP team upon activation of the BCP, until plan is deactivated. 
	

	3.4
	BCP Team Leader (Alternative)
	Backup person to serve as BCP leader in the event that primary BCP leader is unavailable or incommunicado.
	

	3.5
	BCP Communications Leader (Primary)
	Manage external communications between the company and outside parties and internal communications between the BCP team and company personnel. 
	

	3.6
	BCP Communications Leader (Alternative)
	Backup person to serve as Communications Leader in the event that primary Communications Leader is unavailable or incommunicado.
	

	3.7
	BCP Administrator (Primary)
	Own and maintain the BCP to ensure it is current and accessible in the event of an emergency. Ensure review and testing is performed and documented on a regular basis.
	

	3.8
	BCP Administrator (Alternative)
	Backup person to serve as Plan Administrator in the event that primary Plan Administrator is unavailable or incommunicado.
	

	3.9
	Functional Lead (Primary)
<Function1>
	Functional leader/manager in charge of a business operation or process.
	

	3.10
	Functional Lead (Alternative)
<Function1>
	Backup person to serve as Functional leader/manager for business operation in the event that primary Functional leader/manager is unavailable.
	

	3.11
	Additional primary and alternative leaders for all critical business functions should be identified
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4. Internal Contact Information 
In the event of an unplanned business interruption event, up-to-date contact information for all organizational personnel must be readily available to disseminate critical information in a timely manner and to account for the safety and whereabouts of all personnel.

The communication cascade shall be in the form of a contact tree structured in a hierarchical format. In the event of an unplanned business interruption event, the BCP leadership shall activate the communication cascade:

1. The person at the top of the tree (Level 1) is contacted by BCP Leadership.
a. The Level 1 person then contacts the assigned people in the tree one level down (Level 2).
2. Level 2 people then contact the people assigned to them one level down (Level 3).
a.  Once the Level 2 people have contacted (or attempted to contact) all the Level 3 people assigned to them, they then contact the Level 1 person above them to report the status of:
i. All Personnel Accounted For or Personnel Not Accounted For
ii. Any information to be disseminated.
3. The Level 1 person is responsible for reporting back to the BCP Leadership the status of personnel in their contact tree and conveying any information disseminated.  



The contact tree is flexible and should be set up depending on the size and structure of the organization, with considerations around reporting lines and geographic and service line divisions. The depth of the phone tree may extend multiple levels depending on the size of the organization.

The table provided below is set up in a contact tree structure to identify each person within the contact tree and to provide instructions on what to do in the event the contact tree is activated. Information should include how to reach individuals through multiple means (phone, email, text, etc) and at different times (work hours, after work hours, etc). 


	Contact tree ID

	Name
	Title and Affiliation (Employee, Contractor)
	Designation
(ex. DDS, MD, RN)
	(W)ork Phone/ (H)ome Phone/
(C)ell Phone
	email
	Contact tree accountability


	<CONTACT TREE  – TITLE ex. DENTAL OFFICE NORTH> - Level 1

	1.1
	
	
	
	(W)
(H)
(C)
	
	Ex. 
- Contact 2.1
- Contact 2.2
- Confirm contacts complete with BCP Leadership upon notification from 2.1, 2.2

	<CONTACT TREE  – TITLE ex. DENTAL OFFICE NORTH> - Level 2

	2.1
	
	
	
	
	
	Ex. 
- Contact 3.1
- Contact 3.2
- Confirm contacts complete with 1.1

	2.2
	
	
	
	
	
	Ex. 
- Contact 3.3
- Contact 3.4
- Confirm contacts complete with 1.1

	<CONTACT TREE  – TITLE ex. DENTAL OFFICE NORTH> - Level 3

	3.1
	
	
	
	
	
	- Contact 2.1 as required.

	3.2
	
	
	
	
	
	- Contact 2.1 as required.

	3.3
	
	
	
	
	
	- Contact 2.2 as required.

	3.4
	Levels and list should be expanded to reflect contact information for all internal personnel affected by this BCP 
	
	
	
	
	- Contact 2.2 as required.

	<CONTACT TREE  – ex. DENTAL OFFICE SOUTH> - Level 1

	1.2
	Multiple Contact Trees may be required to reflect the structure of the organization
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5. External Contact Information - Customers
Contact information for key customers is required in the event of unplanned business interruption. An up-to-date customer list should be maintained to facilitate timely communications to key customers during unplanned business interruptions or irregular operations.

The key customer list can either be compiled using the table below, or if customer information is maintained in a separate customer management system a list may be produced from that system and appended to this BCP as an Appendix and referenced here.

It is suggested that customer contacts designated to be reflected in the BCP reflect high business impact customers as defined in the business risk assessment.


	BCP ID
	Name
	Title
	Company Name and Address
	(W)ork Phone/
(H)ome Phone/
(C)ell Phone
	Web address, email

	5.1
	
	
	
	(W)
(H)
(C)
	

	5.2
	
	
	
	
	

	5.3
	
	
	
	
	

	5.4
	
	
	
	
	

	5.5
	
	
	
	
	

	5.6
	
	
	
	
	

	5.7
	
	
	
	
	

	5.8
	
	
	
	
	

	5.9
	Please include contact information for all customers affected by this BCP 
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6. External Contact Information - Vendors and Business Service Providers
Contact information for key vendors is required in the event of unplanned business interruption. An up-to-date vendor list should be maintained to facilitate timely communications to key vendors and service providers during unplanned business interruptions or irregular operations.

The key vendor list can either be compiled using the table below, or if vendor information is maintained in a separate vendor management system a list may be produced from that system and appended to this BCP as an Appendix and referenced here.

It is suggested that vendor contacts designated to be reflected here reflect high business impact vendors and service providers.



	BCP ID
	Service Provided
	Company
	Name / Title
	Account / Policy #
	Phone
	email

	6.1
	Insurance

	
	
	
	
	

	6.2
	Legal Services

	
	
	
	
	

	6.3
	Computer Services / Web Site Hosting
	
	
	
	
	

	6.4
	Telephone Company (landline)
	
	
	
	
	

	6.5
	Cell Phone Provider

	
	
	
	
	

	6.6
	Internet Service Provider

	
	
	
	
	

	6.7
	Cable / Satellite Company 
	
	
	
	
	

	6.8
	Shipping/logistic Company

	
	
	
	
	

	6.9
	Dental Material Suppliers

	
	
	
	
	

	6.10
	Laboratory Services

	
	
	
	
	

	6.11
	Site Maintenance Company

	
	
	
	
	

	6.12
	Please include contact information for all service providers and vendors necessary to continue business operations
	
	
	
	
	




[bookmark: _Toc35010569]
7. Utilities and Facilities Services 
Contact information for key vendors is required in the event of unplanned business interruption. An up-to-date vendor list should be maintained to facilitate timely communications to key vendors and service providers during unplanned business interruptions or irregular operations.

Contact information for utility and maintenance companies in required in the event of unplanned business interruption. An up-to-date list of utility and site maintenance companies will facilitate timely restoration of services or implementation of backup services during an interruptions to regular business operations, or to allow for timely notification to cut service to remove unsafe conditions. 

The utility and site maintenance list can either be compiled using the table below, or if utility and site maintenance information is maintained in a separate system a list may be produced from that system and appended to this BCP as an Appendix and referenced here.


	BCP ID
	Service Provided
	Company
	Name
	Title
	Phone
	email

	7.1
	Landlord / Leasing Company / Site Owner
	
	
	
	
	

	7.2
	Gas Company

	
	
	
	
	

	7.3
	Electric company

	
	
	
	
	

	7.4
	Water Company

	
	
	
	
	

	7.5
	Please include contact information for all utilities necessary to continue business operations
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8. Financial Services Contact Information
In the event of an unplanned business interruption, contact with financial institutions must be maintained to enable continuation of payroll payments to employees, and current invoice payments to vendors and service providers. It is also necessary to maintain capability to process customer payments.

The contact information for financial institutions can either be compiled using the table below, or if financial institution information is maintained in a separate system a list may be produced from that system and appended to this BCP as an Appendix and referenced here.

This information should also identify key individuals authorized to operate accounts and with knowledge of account numbers and appropriate access credentials (username and passwords) to allow access to financial data and services.

To prevent unauthorized access, account access credentials and account numbers should not be published in the BCP. The plan should specify a primary and secondary individual responsible for accessing financial data and services.






	BCP ID
	Financial Service
	Contact Names
(Primary and Secondary)
	Address
	Phone
	email
	Primary and Secondary Individuals with access to account, ID and password/PIN
(specify Contact Tree ID from section I, 4)

	8.1
	Bank
	
	
	
	
	Ex. 
Authorized Signer (Primary), BCP ID 3.1
Authorized Signer (Secondary), BCP ID 3.2

	8.2
	Payroll Administrator
	
	
	
	
	

	8.3
	Benefits Administrator
	
	
	
	
	

	8.4
	Please include contact information for all appropriate financial services
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9. Regulatory Agency Contact Information
In the event of an unplanned business interruption, timely communications with regulatory agencies must be maintained to enable reporting of business status affecting required regulatory filings or reporting.  


	BCP ID
	Regulatory Agency
	Contact Names
(Primary and Secondary)
	Address
	Phone
	email

	9.1
	IRS
	
	
	
	

	9.2
	State Department of Revenue
	
	
	
	

	9.3
	Social Security Administration
	
	
	
	

	9.4
	Business Licensing Bureau (if applicable)
	
	
	
	

	9.5
	SEC (if applicable)
	
	
	
	

	9.6
	FDA (if applicable)
	
	
	
	

	9.7
	State Dental Board (if applicable)
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10. Critical Records and Systems
To ensure continuation of the business operations with minimal disruption and negative impact to customers, it is important to have access to critical information such as customer lists, orders, financial statements, personnel records, tax records, contracts, health records, etc.

These may reside in hard copy form or in electronic systems.  A backup copy of these records that is stored off-site must available in the event of an unplanned business interruption.  Backup copies may be in hard copy format (paper copies, microfilm, microfiche), local digital format (scanned files stored on DVD, Memory stick, or backed up to a local location), or these may be maintained in computerized systems with remote access (cloud based storage, remote servers).

In the event of an unplanned business interruption, critical records must be readily accessible in a timely manner. Each critical record (invoices, POs, contracts, dental records, etc.) and system (market research database, order processing system, web site server, electronic dental record system, etc.) should be documented and its backup identified in the event that primary access to the data is temporarily or permanently interrupted.

This list should contain information needed to access the backup record location or system. Although it is not necessary to document system access credentials (such as usernames and passwords) in the BCP, at a minimum it is necessary to  identify authorized individuals in possession of necessary system access credentials, access codes, PIN, physical keys, lock combinations, etc. to be able to access the records/systems.  A primary person should be identified with backup person identified in the event that the primary person is unavailable or incommunicado.

	BCP ID
	Critical Record or System
	Backup Record Location / System (URL, Name&Address – how to find this information)
	Primary Person With Access To This Information
(Name, Contract Tree ID)
	Backup Person With Access To This Information
(Name, Contract Tree ID)

	10.1
	
	
	
	

	10.2
	
	
	
	

	10.3
	
	
	
	

	10.4
	
	
	
	

	10.5
	Please include contact information for all Critical Records and Systems
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11. Backup Locations

To ensure continuation of critical business functions during activation of the BCP, backup/contingency locations must be identified for all critical business operations that cannot be undertaken remotely. Examples include laboratory operations, dental clinical operations, and facilities for physical meetings with customers.

Backup sites should be located far enough away from the primary work location to mitigate against the risk that the cause of the unplanned business interruption will affect access to the backup site. However consideration should be given to timely accessibility to the backup site by personnel. A good heuristic is that the backup site to be 20-50 miles from the primary site, although the choice of location will be informed by the risk assessment.

Backup site information in the BCP will include travel directions instructing personnel how to access the backup site.

This list can either be compiled using the table below, or if backup location information is maintained in a separate system pertinent details can be compiled and appended to this BCP as an Appendix and referenced here.


	BCP ID
	Function / Operation
	Backup Location Name*
	Contact Names
(Primary and Secondary)
	Address
	Phone
	email

	11.1
	
	
	
	
	
	

	11.2
	
	
	
	
	
	

	11.3
	
	
	
	
	
	

	11.4
	
	
	
	
	
	

	11.5
	Please include contact information for all appropriate backup locations
	
	
	
	
	



* Directions and Maps to all backup sites are included in the Appendix Section of this BCP.
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In the event of disruption to primary business services and vendor supply chains, an up-to-date contact list of backup service providers and vendors must be maintained to enable timely restoration of critical business functions.

This backup service provider and vendor contact list can either be compiled using the table below, or if backup services and vendor information is maintained in a separate vendor management system a list may be compiled from this system and appended to this BCP as an Appendix and referenced here.


	BCP ID
	Service / Supplier
	Company
	Contact Names
(Primary and Secondary)
	Address
	Phone
	email

	12.1
	Dental Consumable Supplies
	
	
	
	
	

	12.2
	Dental Laboratory Services
	
	
	
	
	

	12.3
	Payroll administration
	
	
	
	
	

	12.4
	File archives
	
	
	
	
	

	12.5
	Please include contact information for all appropriate backup service providers and suppliers
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13. Emergency Services Contact Information
An up-to-date list of the contact information of emergency services and first response services must be maintained to facilitate timely communication of relevant information. List all critical emergency contact information in the table below for ease of access.


	BCP ID
	Emergency Service
	Contact Name(s)
(if it is important)
	Address
(if it is important)
	Phone
(include direct numbers if known, in case 911 services are unavailable)
	Email / Web

	13.1
	Local Police Dept.
	
	
	
	

	13.2
	State Police
	
	
	
	

	13.3
	Fire Dept.
	
	
	
	

	13.4
	Local Emergency Management Director
	
	
	
	

	13.5
	First Aid Squad
	
	
	
	

	13.6
	Hazmat
	
	
	
	

	13.7
	FBI
	
	
	
	

	13.8
	Homeland Security
	
	
	
	

	13.9
	Poison Control
	
	
	
	

	13.10
	Local Township/Municipality
	
	
	
	

	13.11
	Please include contact information for all appropriate emergency services
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[bookmark: _Toc35010576]Section II - Business Risk Assessment and Impact Evaluation
This section of the BCP documents the risks associated with the disruption of any key business operation or process.

Risk is a function of impact and likelihood. For the purposes of conducting a Business Risk Assessment, risk can be considered to be the combination of how likely a key operation is to be disrupted, how soon it will be for the business to experience the negative impact of disruption to the key operation, and the magnitude of the impact the disruption will have on business performance.

The information documented in this section will underpin the prioritization of the BCP activities and justify the financial allocations to ensure continued operations during an unplanned business interruption. Accurate quantification of risks will underpin a robust BCP decision support system. To assist in quantifying risks, it is suggested that a 1-10 point scale be used.

The business risk assessment and impact evaluation will inform the prioritization of the BCP activities. The key outcome of this process will be a list of key business operations/processes with risk levels assigned. Operations/processes with the highest risk numbers represent the higher risks.  High risk items should receive the most attention when designing and implementing the BCP.  High risk operations/processes have the potential to negatively impact the business most.
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14A. Business Process Risk Evaluation

· Identify the key business operations and processes.  These are operations or process which MUST be functioning in order for the business to continue. 
· Identify the likelihood of disruption (chances that something unexpected could happen which disrupts the key business operation or process).
· QUANTIFY USING A SCALE: 1 – 10 (1 = Very Low Likelihood of Unplanned Disruption, 10 = Almost Certain Likelihood of Unplanned Disruption)
· In terms of guidance
· Very unlikely – little or no chance of occurrence/hasn’t occurred in living memory
· Unlikely – a rare combination of factors would be required/may occur once in a generation
· Possible – may occur at some time but not certain to happen
· Probable – on the balance of probabilities more likely to occur than not/has occurred in living memory
· Very likely – has occurred in recent memory
· Identify the impact of disruption to the key operation or process. (i.e. people at risk, profits lost, customers lost)
· QUANTIFY USING A SCALE: 1 – 10 (1 = Very Low Impact To The Business, 10 = Very High Impact To The Business)
· In terms of guidance
· Very low – negligible adverse effect on organizational operations/assets/individuals
· Low – limited adverse effect
· Effectiveness of organizational capabilities would be noticeably reduced
· Minor damage to organizational assets
· Minor financial loss (<5% revenue)
· Minor harm to people
· Moderate – serious adverse effect
· Effectiveness of organizational capabilities is significantly reduced
· Significant damage to organizational assets
· Significant financial loss (5%<10% of revenue)
· Significant damage to organizational assets
· Significant harm to people not involving loss of life or life-threatening injuries
· High – severe or catastrophic adverse effect
· Effectiveness of organizational capabilities is degraded such one or more primary functions cannot be performed.
· Major financial loss (>10% of revenue)
· Major damage to organizational assets
· Severe or catastrophic harm to people involving loss of life or life-threatening injuries.
· Very high – multiple severe or catastrophic adverse effects

· Identify how long a key operation can be disrupted before it negatively impacts the business.
· QUANTIFY THE NUMBER OF DAYS without this operation before business would experience negative impacts to operations and/or sales.



	BCP ID
	Key Business Process
(Operation/Process which must be working for the business to continue) 
	(A) Likelihood Of Disruption 
SCALE: 
1 (Very Unlikely) - 10 (Very Likely)
	(B) Impact Of the negative effect if disrupted for more days than identified in (C)
SCALE: 
1 (Very Low) - 10 (Very High) 
	(C) Time Before Negative Business Effect
(Number of Days)
	BCP Priority
= (A) x (B) + (C)
(High Number = Higher Risk and Higher BCP Priority)

	14.1
	
	
	
	
	

	14.2
	
	
	
	
	

	14.3
	
	
	
	
	

	14.4
	
	
	
	
	

	14.5
	Please include information for all key business processes
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14B. Business Process Disruption Impact Evaluation
For the key business processes identified in section 14A, evaluate the impact to the business of an unplanned disruption in terms of:
· Available work-arounds to temporarily replace the process.
· How long can the business continue to operate until the process must be restored? 
· What resources are needed for work-arounds and for restoration of the process?

List the Key Business Processes in order of BCP Priority (highest risks first) using the information identified in section 14A.  The key outcome is to identify those processes require the most immediate attention in the event of a disruption and the resources required to immediately address the disruption and restore the process.


	BCP ID
(From section 14A.)
	Key Business Process
	Work-arounds available to temporarily replace this process.
	How long can business operate until process must be restored? (Number of Days)
	Resources needed to temporarily replace this process. (People, Services, Equipment, Facilities, Money, etc.)
	Resources needed to restore this process. (People, Services, Equipment, Facilities, money, etc.)

	14.1
	
	
	
	
	

	14.2
	
	
	
	
	

	14.3
	
	
	
	
	

	14.4
	
	
	
	
	

	14.5
	Please include information for all key business processes
	
	
	
	



[bookmark: _Toc35010579]Section III - Pre-Emergency Planning
[bookmark: _Toc35010580]15. Risk Mitigation
Although restoration of processes and workarounds to disruption to key business process resulting in unplanned business interruption events forms a core part of the BCP, identifying opportunities to reduce the likelihood and impact of an unplanned business disruption event is vital in the context of a broader risk management strategy.


	BCP ID

	Key Business Process
	Risk Mitigation Plan
(if none possible, indicate “none”)

	15.1
	
	

	15.2
	
	

	15.3
	
	

	15.4
	
	

	15.5
	Please include information for all key business processes
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16. Emergency Materials and Supplies
For each Key Business Process, identify all critical materials and supplies that need to be available in the event of an unplanned business interruption. 

Critical materials and supplies includes disposable supplies (i.e. gloves, masks, bibs, pens, paper, mailing supplies, etc.), office equipment (computers, printers, phones, EFTPOS terminals, etc.), production equipment (i.e. handpieces, dental chairs, curing lights, autoclaves, instruments, radiography units, etc.) as well as raw materials and production supplies (i.e. amalgam, composite resin, bonding resin, paper, etc.).  


	BCP ID
	Key Business Process
	Materials / Supplies needed (Location or Contact information)

	16.1
	
	

	16.2
	
	

	16.3
	
	

	16.4
	
	

	16.5
	Please include information for all key business processes
	



[bookmark: _Toc35010582]Section IV - BCP Activation and Implementation
This section codifies the events that trigger the activation of the BCP, the personnel involved in activating the BCP, and process to activate and implement the BCP. 

The key business processes identified in Section 14A should be listed in Section 17 in order of BCP priority.  

Implementation times should be specified based on the impact evaluation in section 14B. 
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	BCP ID

	Key Business Process
	BCP Activation Trigger
	Personnel Responsible for Activating/ Implementing BCP
	BCP ID (refer to section 18)
	BCP Contact Tree* (refer to sections 3 and 4)

	17.1
	
	
	
	
	

	17.2
	
	
	
	
	

	17.3
	
	
	
	
	

	17.4
	
	
	
	
	

	17.5
	Please include information for all key business processes
	
	
	
	


*Upon activation of the BCP initiate the contact tree (Refer to Sections 3 and 4) to account for all personnel and to alert team members of BCP activation
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18. Plan Implementation

This section defines the tasks needed to start operating under the BCP broken down by Key Business Process. 

Each task documents an individual who is assigned the responsibility for completing the task for the specified Key Business Process. A separate entry should be made for verification that the BCP task was completed.


18.1 Key Business Process: _______________________________ 

	Start Time from BCP Activation (Days, Hours)
	BCP Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	
	_______ / ________/ ________

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




18.2 Key Business Process: _______________________________ 

	Start Time from BCP Activation (Days, Hours)
	BCP Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	
	_______ / ________/ ________

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



18.3 Key Business Process: _______________________________ 

	Start Time from BCP Activation (Days, Hours)
	BCP Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	
	_______ / ________/ ________

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




Please add to this section to reflect key business processes
[bookmark: _Toc35010585]Section V - BCP Deactivation/Stand down and Restoration of Regular Operations
Once the unplanned business interruption event has passed or is no longer impacting the business, a guidelines for the resumption of regular business operations are necessary. This framework needs to be defined before an emergency happens to facilitate an orderly return to normal operations.
[bookmark: _Toc35010586]19. BCP Deactivation
This section codifies the BCP De-Activation Triggers for each Key Business Process, and describes what needs to happen in order to suspend following the BCP and resume normal business operations. The individual responsible for deactivating the BCP and initiating the restoration plan must be identified and recorded. The interested Contact Tree needs to be documented to ensure that the affected individuals are informed of the deactivation of the BCP and initiation of restoration of regular operations.


	BCP ID

	Key Business Process
	BCP De-Activation Trigger
	Responsible Individual(s) for De-Activating BCP and initiating Restoration Plan
	Restoration Plan ID (refer to section 20)
	BCP Contact Tree* (refer to sections 3 and 4)

	19.1
	
	
	
	
	

	19.2
	
	
	
	
	

	19.3
	
	
	
	
	

	19.4
	
	
	
	
	

	19.5
	Please include information for all key business processes
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20. Resumption of Regular Operations
This section defines the tasks required to transition from operating under the BCP to restoring regular business operations for Key Business Processes

The individual responsible for completing each task should be identified and documented for each Key Business Process. Verification that the task was completed should also be recorded. 

20.1 Key Business Process: _______________________________ 

	Restoration Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	_______ / ________/ ________

	
	
	

	
	
	

	
	
	

	
	
	



20.2 Key Business Process: _______________________________ 

	Restoration Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	_______ / ________/ ________

	
	
	

	
	
	

	
	
	

	
	
	






20.3 Key Business Process: _______________________________ 

	Restoration Task
	Assigned To
	Completion Verification 
(enter Initials / Date / Time upon completion)

	
	
	_______ / ________/ ________

	
	
	

	
	
	

	
	
	

	
	
	



Insert additional Restoration Task Tables as Required
 
[bookmark: _Toc35010588]Section VI - BCP Testing

A vital component of ensuring the BCP remains robust and effective is regular challenges. Regular testing will identify any areas that need attention or revision. This should be done as part of a broader risk management strategy.

Testing schedules should be managed by the individual identified as the BCP Administrator in 3. 
Any BCP testing should be documented in a report which is appended to the BCP documenting the challenge, the results and any follow up actions needed to ensure effectiveness of the BCP.


	BCP Test Date
	Completed By
(Printed Name/Signature/Date)

	
	_______________ / ___________________ / ______________

	
	

	
	

	
	

	
	



[bookmark: _Toc35010589]Section VII - BCP Maintenance
Maintenance of the BCP should be undertaken by the BCP Administrator identified in 3. In order for the BCP to remain effective, it is vital to keep information in the plan current and up to date. The BCP should be reviewed and updated regularly. Revisions may also be made on an ad-hoc basis or in response to the results of regular BCP testing.

The frequency of review should reflect the risk appetite of the organization. At a minimum an annual review and update as required of the BCP should be undertaken. 

At each BCP review, the date of review and what changes, if any, were made should be documented.
 


	BCP Review Date
	Updates / Changes Made, if any.
(brief description of sections updated)
	Completed By
(Printed Name/Signature/Date)

	
	
	_______________ / ___________________ / ______________

	
	
	

	
	
	

	
	
	

	
	
	



[bookmark: _Toc35010590]Section VIII - Appendices / Attachments
Appendices and other supporting documents should be attached to the BCP.
[bookmark: _Toc35010591]Appendix X  - <Appendix Title>

Examples of appendix inclusions: 

· Map to backup sites
· List of vendors
· Contact list for temporary resources
· Customer list
· Instructions on how to set up a remote office network
· List of IDs and passwords for online systems
· BCP test reports
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